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Abstract. Key distribution is considered to be among the most sig-
nificant stages in any cryptographic system, and quantum key dis-
tribution is a secure method used to exchange keys between entities
involved in communication.

In this study, we propose to improve the BB84-quantum key
distribution protocol using graph-based coding, where agreement be-
tween the two parties is agreed on the graph used in quantum-bases
encoding at both ends.

This paper presents a simulation of the proposed protocol using
python language. The experimental results, which have been very
promising, show that the proposed protocol is more effective and
secure than the standard BB84 protocol.
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1. Introduction

Lately, cryptography has become one of the most important fields

in computer networks due to the rapid development of Internet networks

and the need to provide protection for data. Encryption is defined as the

conversion of an explicit text to non-explicit text using a secret key for

the purpose of encryption. Generally, there are two types of encryption

*Corresponding author



76 R.Z. Khalaf et al.

algorithms: symmetric encryption that relies upon private or secret keys,

and asymmetric encryption that relies on the public keys [15].

The main problem of any symmetric encryption system is the distri-

bution of encryption keys, where the encryption key can be defined as a

sequence of zeroes and ones, which both parties involved in the connection

known and unknown to a third party [8]. There are several classic algo-

rithms used to distribute keys across an unreliable channel, such as Diffie-

Hellman and RSA. Although the principles used by classical algorithms

are different, they generally depend on the computational complexity of a

prime factors problem or a discrete logarithm.

On the other hand, quantum key distribution (QKD) is the most

interesting area in the field of information security, due to the exploitation

of the laws of quantum physics to allow the exchange of secret keys between

the two parties [6].

A series of quantum states is transmitted over a public quantum chan-

nel (such as a fiber-optic channel). The first quantum key distribution

protocol was proposed by Charles H. Bennet and Gilles Brassard in 1984

called BB84 in which two bases are used (rectilinear + and diagonal ×) to

generate four non-orthogonal polarized quantum states (−→= 0◦, ↑= 90◦,

↗= 45◦, ↖= 135◦) [5].

The BB84 protocol can be summarized in two stages. The first stage

involves preparing the photons using random bases specific of the sender

and sending them through the quantum channel, while these photons are

measured at the receiver side using its own bases. While the second stage

is through a classic channel in which it is agreed on the bases that were

used by the two parties.

In addition, the condition of the probability of Alice and Bob choosing
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the same basis and obtaining a successful measurement, the quantitative

error rate (QBER) is added [10]. Due to random assignment of a bit value,

double-click events cause 50% of the error rates.

In this paper, we propose to optimize BB84 protocol by relying on the

graph theory where the bases are coded using an agreed graph at both ends.

Thus, the quantum channel is only used to transmit photons (quantum

states) and the classical channel is not needed in process of key distribution

[9].

In our work, adjacency matrix is extracted from the graph to be coded

into quantum bases, thus both parties will obtain identical bases. In this

way, the time required to prepare the quantum encryption key is reduced

and the quantum bit error rate (QBER) is reduced, thus increasing the key

space in a more efficient manner.

This paper reviews related works in Section 2 and in Section 3 de-

scribing the graph theory and its application in coding theory. Section 4

presents the proposal to enhance BB84 protocol using the graph theory,

while in Section 5 an illustrative example is provided. We review the ex-

perimental results and the security analysis of the proposed protocol in

Section 6 and conclude the paper in Section 7.

2. Related works

There are many studies in the field of quantum cryptography that

dealt with the modified BB84 protocol, and in this section we review some

important contributions.

The researchers in [16] proposed a new method for modifying the BB84

protocol based on two-way classical and parallel entanglement protocol pu-

rification. The proposed protocol was optimized to reduce QBER and the

results reached a maximum error rate of 20%. On the other hand, the
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general declaration of the rules was dispensed in this model.

The researchers in [4] used the quantum key distribution protocol

(BB84) with traditional cryptography to obtain more secure authentication

mechanisms and also reduce authentication cost.

Whereas researchers in [14] presented a solution to the problem of

insecurity in the classical key distribution methods, and the solution to this

problem is obtained through the use of quantum key distribution, where

QKD reduces risks in key distribution and thus provides high security in

addition to error detection.

The authors in [1] proposed another way to enhance the quantum key

distribution protocol BB84, that came from using the basis of the original

BB84 protocol. The proposal is based on enabling the two parties to ne-

gotiate a shared secret key without using the classic channel. Their results

indicated that the proposed protocol utilized approximately 60%–80% of

the bits generated therefore provide better results compared to the stan-

dard BB84 protocol.

The researchers in [2] relied on the Legendre symbol to encode a

stream of bits into polarized photons. In their proposal, a public chan-

nel was not used to negotiate the bases. Rather, both the sender and the

receiver negotiate to use the Legendre code function and then only use a

quantum channel, thus reducing the time and increasing the length of the

final key.

In [3] the researchers proposed a hybrid protocol based on QKD pro-

tocol and public key cryptography in order to obtain a strong key based on

the quantum physical properties and mathematical intricacies of the public

key algorithm.
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3. Graph theory

Graph theory is one of the most important branches of applied math-

ematics [11]. A graph G is expressed by a group of vertices V and a group

of edges E that link the vertices to each other. Where vertices represent

a finite set while edges represent binary relationship on vertices, and edges

represent a pair of vertices (v, u).

In graph theory, two ways to represent graphs are adjacent list and

adjacent matrix.

� Adjacent list: consists of an array of vertices where for every vertex

V , adjacent V list contains all vertices adjacent to it.

� Adjacent matrix: is a square matrix consisting of |V | ∗ |V |, where

|V | represent number of vertices in graph. Each value in the matrix

indicates whether the vertex pairs are adjacent or not in the graph.

Therefore, the proximity matrix M with size n × n associated

with G can be defined by:

vij =

{
p, if there is a path from vi to vj ;
0, if there is no path from vi to vj ,

(1)

where p is the weight of the edge. In a special case (un-weighted

graph) the adjacent matrix is a matrix (0, 1) and defined by:

vij =

{
1, if there is a path from vi to vj ;
0, if there is no path from vi to vj .

(2)

On the other hand, graph theory is an essential component of cryptog-

raphy and information security as it is successfully integrated and allows the

development of more robust cryptographic algorithms which have proven

difficult to crack [13]. So there are many researchers, who have highlighted

the use of graph theory in many applications in computer science.
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4. Proposed protocol

In the proposed algorithm we used a random algorithm to generate

the graphs randomly. In the graph algorithm, we need to determine the

number of vertices and the link probability of each vertex (The number of

nodes and the probability of edges for each node are assigned randomly).

Algorithm 1 shows the basic steps for generating random graphs.

Algorithm 1: Generate graphs randomly
Input: Number of vertices (n), Probability of edges P (E)

Output: Graph G(V,E) where vertices (V ); edge (E)
1. V ← {0, 1, 2, · · · , n− 1}

2. E ← 0

3. For each {Vi, Vj} ∈ V ,where Vi 6= Vj do

4. R← random (0,1)

5. If R < P (E) then

6. E ← E ∪ {Vi, Vj}

7. return G(V,E).

After generating the graph randomly, the phase of generating the

quantum bases begins, depending on the graph as follows:

a) The first step is to calculate the matrix adjacent to the graph, as the

matrix consists of a number of rows and columns (n,m).

b) Then the binary matrix is converted into a one dimensional matrix by

reading row after row of the binary matrix.

c) Finally, each value in the binary array (a) is coded to a quantum base

depending on the following condition:

Quantum Bases =

{
+, if ai = 0;
×, if ai = 1.

(3)
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And thus obtaining a series of quantum bases that are used by the

sender to initialize the photons and by the receiver to perform the measure-

ment process for these photons. The sender generates a series of random

bits as a raw key and prepares the photons, as shown in Table 1.

Table 1: Preparation of polarized photons by sender

Random bits Quantum bases Polarized photon
0 + →= 0◦

1 + ↑= 90◦

0 × ↗= 45◦

1 × ↖= 135◦

Then the sender sends these photons to the second party (receiver)

through a quantum channel (such as a fiber optic channel). Meanwhile on

the receiver side, the receiver uses the same quantum bases to measure the

photons to calculate the value for each photon, as shown in Table 2.

Table 2: Measurement of photons by receiver

Quantum bases Photon Secret key
+ → 0
+ ↑ 1
× ↗ 0
× ↖ 1

In the end, both parties get the same key without the need for a

classic channel to agree with each other on the quantum bases used, as in

the standard BB84 protocol.

In our proposal, we assume that the two parties ratify and agree on

a set of graphs that are used to generate quantum bases before starting

communications, and thus the two parties do not need to agree on quantum

bases during the generation and exchange of quantum keys.

On the other hand, any unauthorized attempt to change the state
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of the transmitted photon will be detected by the other party and the

connection will be terminated because authentication is not achieved.

5. Working example

Suppose the graph was previously agreed upon between the two par-

ties, the graph is as shown in Figure 1.

Fig. 1: Graph example (3 vertices and 3 edges)

The matrix adjacent to the graph at both ends is calculated as follows:0 1 1
1 0 1
1 1 0


After that, the adjacent matrix is converted into a one-dimensional array

by reading row after row, as follows:

[0, 1, 1, 1, 0, 1, 1, 1, 0]

Depending on this sequence of bits, both parties generate the common bases

between them.

[+,×,×,×,+,×,×,×,+]

On the other hand, the sender generates a string of random bits as

raw key and prepares the photons and sends them to the recipient while

the recipient measures the photons using the bases generated by graph.

Table 3 illustrates an example of enhanced BB84 protocol based on

graph theory. In the example, we will take Alice as the sender and Bob as

the recipient.
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Table 3: Example of our proposed protocol

Alice’s bit 0 1 1 0 1 0 0 1 1
Alice’s bases + × × × + × × × +
Alice’s polarization → ↖ ↖ ↗ ↑ ↗ ↗ ↖ ↑
Bob’s bases + × × × + × × × +
Bob’s measurement 0 1 1 0 1 0 0 1 1
Shared secret key 0 1 1 0 1 0 0 1 1

6. Experiment results and analysis

This section includes evaluating the performance and efficiency of the

enhanced BB84 protocol and its comparison with standard BB84 protocol,

as well as how the protocol can react in terms of strength against specific

attacks through a comprehensive security analysis.

6.1. Simulation results

Simulation performed with a Core i5 CPU processor associated with

4 GB RAM as a hardware, and Windows 10 pro (64-bit) as an operating

system and programmed with Python programming language, PyCharm

development environment.

Table 4 summarizes the main characteristics (number of vertices and

number of edges) of the random graphs used to calculate the results. Also,

the Figures 2, 3 and 4 display the graphs A, B and C in sequence.

Table 4: The graphs characteristics used in our experiments

Graph Name No. Vertices No. Edges
Graph A 8 11
Graph B 16 53
Graph C 32 205
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Fig. 2: Random graph generation (Graph A)

Fig. 3: Random graph generation (Graph B)
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Fig. 4: Random graph generation (Graph C)

In order to evaluate our work, the standard BB84 protocol was imple-

mented for the purpose of comparison with our graph-based work.

Table 5 shows the results of implementing the standard BB84 protocol

with different initial key entries (raw key), while Table 6 shows the results

of our proposal for the same entries. The results indicate the efficiency of

our proposal in terms of key length and execution time as compared to the

standard BB84 protocol.

Table 5: Results of standard BB84 protocol execution

Keys Raw Key Execution Full Final Key

Length (in bit)
Time (in

millisecond)
Length (in

bit)
Key 1 64 321 47
Key 2 256 337 196
Key 3 1024 369 713
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Table 6: Results of our proposed protocol execution

Keys Raw Key Execution Full Final Key

Length (in bit)
Time (in

millisecond)
Length (in

bit)
Key 1 64 272 64
Key 2 256 290 256
Key 3 1024 353 1024

Figure 5 summarizes the difference in the final key length between the

standard BB84 protocol and our proposal. Key length (key space) is one

of the most important criteria for key strength against many attacks.

The main reason for the large key length of our proposal as compared

to the standard BB84 is the ideal use of a graph to generate quantum bases

at both parties.

Fig. 5: Key length for standard BB84 protocol and our

proposed protocol

Table 7 shows the results of the final keys randomization rate cal-

culation of our proposed protocol. The NIST suites test is used through

calculating the p-value, which represents the rate of randomness and when-

ever it is close to 1, i.e. the sequence contains a high randomness [18].
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Table 7: NIST (random numbers test) results of simulations of

our work

Statistical Test P-value Passed/Fail
Key 1 Key 2 Key 3

Frequency Test 0.4532 0.3815 0.7076 Pass
Block Frequency (n = 128) 0.4532 0.8592 0.6791 Pass

Runs 0.0662 0.8393 0.1050 Pass
Approximate Entropy 1 1 0.9995 Pass

Cumulative Sums 0.42224 0.6292 0.8313 Pass

6.2. Security analysis

The space and sensitivity of a key are the most important strength

points of any key against attacks such as a brute force attack. In our

proposal we were able to achieve the highest key space, thus reducing the

QBER in the key compared to the standard BB84 protocol and the reframes

[2], [3].

Figure 6 shows the difference in key length between our proposal and

previous works. The key space refers to 2n and n is considered the length

of key where a brute force attack needs 2n−1 try to obtain the key used.

This process is very difficult for a brute-force attack based on classic and

quantum computers [12], [7].

Fig. 5: Comparison of key length with previous works

The error rate depends on whether or not any noise exists on the
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communication channel. Therefore, the permissible error threshold limit

rate is determined.

On the other hand, the sensitivity of the key is one of the most impor-

tant criteria, and depends on the physical properties of the photons sent

through the quantum channel, it has a high sensitivity that allows the two

parties to detect any change that takes place in the state of the photon [17].

In our proposal, there is no classical channel for agreement between

the two parties on the bases used, and therefore there are no parameters

available about the key for the attacker. Any attempt by the attacker to

change the state of the quantum photon leads to the breaking of the photon

and its discovery by both parties depending on the quantum laws [6], [17].

7. Conclusion

In this paper, an improved protocol was proposed over the standard

BB84 protocol. Our proposal was based on the bases generation graph. The

proposed protocol has been clarified in detail and its advantages over the

standard BB84 protocol are highlighted, as our proposal does not depend

on the existence of a classic (public) channel between the two parties.

The simulation was carried out using Python language, and the re-

sults showed the effectiveness of our proposal in terms of key length and

greatly reduced QBER compared to previous work. Therefore, our pro-

posal is considered the best solution to achieve security for future quantum

communications.
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